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SD] Resilience:
Heavy Traftic and
DoS Attacks

This report presents the findings from a study
conducted by Bastionne to demonstrate the
robustness, efficiency, and security capabilities of our
Secure Digital Interaction (SDi) technology. The study
aims to illuminate SDi's ability to manage heavy traffic
loads and block illegitimate access attempts under a
simulated Distributed Denial of Service (DDoS)
scenario, while maintaining secure and efficient
operations of legitimate processes. Conducted within
an Azure cloud Virtual Network (VNet) environment,
the study involved the use of SDi to protect and
facilitate gameplay of the Ninvaders game, under
conditions that simulated both normal and extreme
cybersecurity threats.
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Nﬁtwork Setup

Cloud Environment

Azure Cloud VNet with two 1GB, general compute,
Ubuntu Virtual Machines (VMs). See the diagram on
the next page for an overview of the setup.

Applications and Hardware

Ninvaders game installed on one VM. Two instances of
SDi, one instance installed on the other Azure Ubuntu
VM, the other on a physical machine in the corporate
network (HP 255 G8). Paired with SSH to access the
VMs for deployment and gameplay. Indeed, this
means that traffic was doubly encrypted, further
denoting the performance of SDi. Finally, tcpdump was
used to monitor trafic to and from the machines.

Simulation Parameters

The scenario scaled from one to eight instances of the
game, simulating legitimate user traffic. Concurrently,
the VNet was bombarded with up to 2 million packets
per minute of mixed legitimate and illegitimate traffic,
simulating a high-scale illegitimate access attempt
and a Distributed Denial of Service (DDoS) scenario.



Configuration Given to SDi Accepter
* Local target IP: 192.168.1.100
¢ Destination IP: 87.303.xxx.xxx or
20.67.xxx.xxx (recommended)

e Port: 8080
Server Mode: no

¢ Other SDi Gateway IP: 87.303.xxX.XXX

Local IP: 192.168.1.100

REGULAR CONFIGURATION
USER TO CLOUD

r Configuration Given to SDi Cloud

I ¢ Local targetIP:10.0.0.4

I ¢ Destination IP: 85.240.xxx.xxx or 192.168.1.100
“ (must be to non internal address group, i.e.
_
_

|

I

I

not 10.x.x.x) |

« Other SDi Gateway IP: 85.24 |

« Port: 8080 I

SDi SDi connection on port 8080 SDi * Server Mode: yes |
Accepter m Cloud “

I I

Public IP where device is “ Public IP of VM, e.g. Local IP: 10.0.0.4 “
deployed, e.g. 85.240.xxx.XXX _ 87.303.XXX.XXX Public IP: 20.67.XXX.XXX |
“ Cloud Network (Vnet, VPC, etc.) “
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Cloud Network Settings of SDi Cloud VM:
Allow inbound tcp access on port 8080 from 85.240.xxX.XXX.

Cloud Network Settings of Cloud Device:
Disable non cloud network inbound access to Cloud device.



Traffic Management

SDi successfully managed escalating traffic loads
fromn multiple game instances without degradation in
performance or security.

Security Efficacy

Throughout the connection, SDi adeptly differentiated
between legitimate and illegitimate traffic, ensuring
uninterrupted service for authorised users while
blocking and blacklisting offending machines.

Encryption and Security Standards

Utilising tcpdump, we verified that all traffic was
encrypted to a quantum-secure standard. This
encryption covered not just the gameplay data but all
digital interactions to the VNet, showcasing SDi's
comprehensive security measures, including Machine
Identity Management (MIM), Perimeter VPN tunneling,
and Secure Access Service Edge (SASE).

Performance under Threat

Even under simulated DDoS attacks, SDi demonstrated
exceptional capability in maintaining operational
integrity, with no legitimate traffic being erroneously
blocked or delayed.



The study confirmed SDi's superior design in handling
both high volumes of network traffic and sophisticated
cyber threats. The ability of SDi to distinguish between
legitimate and malicious traffic with precision
underlines its value in contemporary cloud
environments where security and performance are
paramount. The encryption of traffic to quantum-
secure standards further reinforces Bastionne's
commitment to providing future-proof cybersecurity
solutions.
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- The effectiveness of SDi in a high-threat simulation
demonstrates its readiness and reliability for real-
world applications, particularly in environments
vulnerable to heavy digital traffic and potential
cyberattacks. Conclusive findings not only validate
Bastionne’s claims regarding SDi’'s capabilities but
also illustrates its practical benefits in ensuring secure,
efficient, and uninterrupted digital interactions under
various conditions.




